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UC.yber; Meeting 26

lda Pro and more!



If You're New!

e Join our Slack ucyber.slack.com

e Follow us on Twitter @UCyb3r and Facebook UC.yber; University of Cincinnati
OWASP Chapter

e Feel free to get involved with one of our committees: Content, Finance, Public
Affairs, Outreach, Recruitment

e Stay updated through our weekly emails and SLACK




Announcements

e Day-con cybersecurity conference in Dayton Ohio Sept. 21, 22, 23
o It was incredibly fun!
o Thanks to everyone who attended and represented Cyber@UC

e Cyberthon! Here on Oct 7.
o CTF360.com scenarios
o NSA Codebreaker challenge
o Sign-up Roster

e Cyber Range Oct 14

o Registration
e October 27/28th ACM programming challenge
P&G cybersecurity center tour is still in the planning phase
National Collegiate Cyber Defense Competition prepping



https://docs.google.com/forms/d/e/1FAIpQLScydqJC1F3q-pmqAxlHcVZbk1AXFgLPF_uTzLZVN_aNaH5b0w/viewform?usp=sf_link
https://docs.google.com/forms/d/e/1FAIpQLSe77yhZROdiSpr1dHxkqohhlwOtOJUmo-Pt0k8RoJZPgdVHeg/viewform?usp=sf_link

Weekly Info Session



GO Keyboard(from google play store)

The keyboard is developed by Chinese firm “GOMO”.
200 million installations around the world.

e According to Adguard security researchers, the applications were designed to
siphon a large amount of user data, including Google account emails, device
language, IMSI, location, network type, screen size, Android version and build,
and device model.

e Once App gets installed in Users Mobile, App Download an Executable code
from Remote Server.

e The security researchers have reported their findings to Google but it appears
that the company hasn'’t taken a decision yet and that both GO Keyboar

versions continue to be available in Google Play.



https://blog.adguard.com/en/go-spy-go-popular-android-keyboard-from-china-crosses-the-red-line/
https://blog.adguard.com/en/go-spy-go-popular-android-keyboard-from-china-crosses-the-red-line/

lda Pro

e Windows Reverse Engineering Tool
e Dr John Franco (our club advisor)




