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UC.yber; Meeting 24

Meet New Leadership and Wireshark



If You're New!

e Join our Slack ucyber.slack.com

e Follow us on Twitter @UCyb3r and Facebook UC.yber; University of Cincinnati
OWASP Chapter

e Feel free to get involved with one of our committees: Content, Finance, Public
Affairs, Outreach, Recruitment

e Stay updated through our weekly emails and SLACK




Announcements

UC has $85,000 to spend on equipment

Siemens has the server ready to pick up

Northrop Grumman has given us $1,000 for a competition team
P&G is ready to bring us on a tour of their cyber defense center
October 27/28th ACM programming challenge




Rules Of Engagement (ROE)

e Always operate within the bounds of the law
e Never attack without written permission
from the target
e Alert any vulnerabilities found to the owner
o Owner of IP with vulnerability
e Cyber Range is fair Game for attacks




Meet the
Committee’s



Recruitment and Retention Committee

Mission Statement: To recruit members in UC.yber and help keep these
members interested and engaged by staying in touch with them.

Get the word out.

Logo, tshirts, other ways to be recognized

Survey

Any other ideas contact me on slack in a private message.




Public Affairs Committee

e Mission Statement: To ensure that the public is informed about the
organization's activities and about the priorities and policies of
UC.yber;

e Social Media is the key to inform the public (Twitter, Facebook, and
Instagram..)

e Lots of collaboration with the Outreach Committee




Public Affairs - Rules of Engagement (ROE)

e Talk to me about post ideas and give me links, the source, or
etc.(through Slack or in-person)

e Explain and give reason on why you want the idea to be posted
e If you want to tell someone in person, tell everyone!

e This is more of the creative side of the organization. If anyone is
creative and wants to help make flyers, logos, or anything of the sort..
this is the committee you want to be on!




Public Affairs - Goals

e Tell people about our social media accounts and get followers

e Let as many people know about UC.yber; as you can (The more people
who know about us, the more opportunities we'll have as an
organization)

e End Goal: Get a following and have people know about us




Funding and Finance Committee

e Mission Statement:

o To obtain and manage the funds in order to support the chapter.

o How?

o Making connections with companies, and inviting them to be sponsors of our group.
o Collaborate with the event committee and set up fundraising events.

e Whoisinvolved?
o Anyone interested in being apart a fundraising event is welcome.




Outreach Committee

e Mission Statement: To plan and organize events in support of the

chapter.
e Develop leadership and planning skills within the members of the

committee.
e Document outreach activities and preparation for them




Content and Information committee

Mission statement: To educate the members of UC.yber;
Weekly info sessions.

Making a repository of the data we collect.

Providing resources.




Wireshark Tutorial



What's the use?

e Captures network traffic in the form of a PCAP file
e PCAP - Packet Capture
e Whatis a packet?

o A chunk of data enclosed in one or more wrappers that help to identify the chunk of data and
route it to the correct destination < 32 bits -

o Organized by protocol Source Port Destination Port
e What is a protocol? Sequence Number
o A protocol is a set of rules governing communications. Acknowledgement  Number
o Ex. ICMP for emails Data | o | Flag | Window (slicing window)
Offset
Checksum Urgent Pointer
Options Padding
Data




Wireshark Tutorial: Download

e Goto https://www.wireshark.org and download correct version

Stable Release (2.4.1) « August 29, 2017

(32-bit)

I later Intel 64-bit .dmg



https://www.wireshark.org

doug@localhost:~

File Edit View Search Terminal Help

[doug@dhcp-10-40-255-117 ~]1$ sudo wireshark
[sudo] password for doug:




Wireshark: User Interface

+* Applications ¥ Places v lreshark Network Analyzer ¥ Wed12:08 5 #) B ~

The Wireshark Network Analyzer [Wireshark 1.10.14 (Git Rev Unknown from unknown)] - @ x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
©CANA BEXCIQ¢>y a2 |HE

Filter: v | Expression.. Clear Apply Save

i~ W

____/1___ The World's Most Popular Network Protocol Analyzer
WIRESHARK Version 1.10.14 (Git Rev Unknown from unknown)

Website

Visit the project's website

Interface List B Open

Live list of the capture nterfaces Open a previously captured file

(counts incoming packets)

Open Recent: | User's Guide

Start The User's Guide (ontine version)
® Sample Captures

Arich assortment of example capture fles on the wiki ® Security
Work with Wiresharkas securely as possible

Chaose one or more interfaces to capture from, then Start

Fvmnets

usbmonl
i usbmon2

i usbmon3

& vmnets

@ any

&) Loopback: lo

® Capture Options

Start a capture with detailed options

Capture Help

® How to Capture

Step by step to a successful capture setup

Network Media

Specific information for capturing on
Ethernet, WLAN., ..

Profile; Default

Ready to load or capture No Packets

@) 1icyseririmstiog 24 anogia s

| [2) nttied 1 - Libreofhice wrer




Wireshark: Packet Sniffing

+* Applications ¥ Places v nreshirk Network Analyzer ¥ Wed12:08 5 #) B ~

Capturing from wlp4sO  [Wireshark 1.10.14 (Git Rev Unknown from unknown)] - @ x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Filter: v | Expression.. Clear Apply Save

WEE =

No. Time Source Destination Protoco Lengtt Info

L. 230447 o 5 Suur L pUr L Waro UeSLLTE LU
173.194.198. uop 75 Source port: https Destination
173.194.198. up 239 Source port: https Destination
173.194.198.189 uop 81 Source port: https Destination
10.40.255.117 uoP 84 Source port: 44766 Destination port: https
10.40.255.117 TLSv1.2 129 Application Data
34.203.14.16 TLSv1.2 129 Application Data
10.40.255.117 TP 66 43580 > https [ACK] Seq=190 Ack=190 R TSval=12690021 s
10. S55. 117 TCP 66 43806 > https [ACK] Se Ack: 82 Le val=12697088 TSec 5214
44 33.121712833 10.40.255.117 34.203.14.16 TLSv1.2 129 Application Data
45 33.143677967 34.203.14.16 10.40.255.117 TLSV1.2 129 Application Data
46 33.143723171 10.40.255.117 34.203.14.16 TCcP 66 43580 > https [ACK] Seq=253 Ack=253 Win=493 Len=0 TSval=12700023 TSecr=2256574902
47 35.766723837 10.40.255.117 64.233.168.94 uop 1392 Source port: 46611 Destination
48 35.767287795 10.40.255.117 64.233.168.94 up 630 Source port: 46611 Destination
49 35.804897832 64.233.168.94 10.40.255.117 uop 1392 Source port: https Destination
S0 35.804961302 64.233.168.94 10.40.255.117 uoP 73 Source port: https Destination
51 35.805359507 64.233.168.94 10.40.255.117 up 72 Source port: https Destination
52 35.805610707 10.40.255.117 64.233.168.94 up 83 Source port: 46611 Destination
53 35.805728559 10.40.255.117 64.233.168.94 uoP 80 Source port: 46611 Destination
54 35.833860858 64.233.168.94 10.40.255.117 uoP 246 Source port: https Destination
55 35.833973300 64.233.168.94 10.40.255.117 up 60 Source port: https Destination
56 35.834089561 10.40.255. 117 64.233.168.94 U 83 Source port: 46611 Destination
57 35.863971172 64.233.168.94 10.40.255.117 uoP 72 Source port: https Destination

* Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

“ Ethernet II, Src: IntelCor_44:30:bd (60:57:18:44:30:bd), Dst: Cisco_d6:c7:7f (f8:c2:88:46:c7:7f)

“ Internet Protocol Version 4, Src: 10.40.255.117 (10.40.255.117), Dst: 108.177.112.188 (ms 177 112.188)
# Transmission Control Protocol, Src Port: 46166 (46166), Dst Port: hpvroom (5228), Seq: 1, Ack: 1, Len: O

0000 f8 c2 88 46 c7 7f 60 57 18 44 30 bd 08 00 45 00  ...F.. W .DO...E.
0010 00 34 7a de 40 00 40 06 d8 da Oa 28 ff 75 6¢c bl  .4z.@.@. ...(.ul.
0020 70 bc b4 56 14 6¢c f8 19 31 Sf ae of f8 cc 80 10 LU S T
0030 00 fS le 8 00 00 01 O1 08 Oa 00 cl 48 00 36 7a
0040 56 f1

© ™ wlpas0: <live capture in progress> File Packets: 57 - Displayed: 57 (100.0%) Profile: Default
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Wireshark: Targeting IPs

s* Applications ¥ Places ¥ ‘reshark Network Analyzer ¥ Wed12:11 7 #) B ~

Capturing from wlp4sO  [Wireshark 1.10.14 (Git Rev Unknown from unknown)] - @ x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©® 4 BExclQa¢cr»raz BB ®@e @

AW E® E

Filter: |ip.src == 216.58.216.100 || ip.dst == 216.58.216.101 v  Expression... Clear A Save

No. Time Source Destination Protoco Lengtt Info
192 104.85245419710.40.255. 117 98 Echo (ping) request 1d=0x3816, seq=1/256, ttl=64 (reply in 193)
193 104.571604857 216.58.216.100 98 Echo (ping) reply  1d=0x3816, seq=1/256, ttl=51 (request in 192)
196 105.85446606¢10. 40.255. 117 98 Echo (ping) request 1d=0x3816, seq=2/512, ttl=s4 (reply in 197)
197 105. 87450047 216.58. 216. 100 98 Echo (ping) reply  1d=0x3816, seq=2/512, 1 (request in 196)
200 106.855647147 10. 40. 255. 117 98 Echo (ping) request 1d=0x3816, seq=3/768, ttl=64 (reply in 201)
201 106.88049650¢216.58. 216.100 98 Echo (ping) reply x3816, seq=3/768, ttl=S1 (request in 200)
204 107.85766458¢ 10. 40. 255. 117 o8 Echo (ping) request S 0x3816, seq=4/1024, ttl=64 (reply in 205)
205 107. 87809906 216.58. 216. 100 98 Echo (ping) reply x3816, seq=4/1024, ttl=Sl (request in 204)
224 108.85921402¢ 10. 40. 255. 117 98 Echo (ping) request x3816, seq=5/1280, ttl=64 (reply in 230)
230 108.887177817216.58.216.100 o8 Echo (ping) reply x3816, seq=5/1280, ttl=51 (request in 224)
232 109.86028909¢ 10, 40.255. 117 8 Echo (ping) request x3816, seq=6/1536, ttl=64 (reply in 233)
233 109.88061927¢ 216.58. 216. 100 98 Echo (ping) reply  1d=0x3816, seq=6/1536, ttl=Sl (request in 232)
234 110.86173653¢ 10. 40. 255. 117 98 Echo (ping) request x =7/1792, ttl=64 (reply in 235)
235 110.882522501216.58.216.100 o8 Echo (ping) reply =7/1792, ttl=51 (request in 234)
238 111.863095067 10. 40.255. 117 8 Echo (ping) request =8/2048, ttl=64 (reply in 239)
239 111.68322823¢ 216.58.216.100 98 Echo (ping) reply =8/2048, ttl=S1 (request in 238)

(ping) request 1d=0x3816, seq=: 9/2304 ttl=64 (reply in 241)

246 113.905904461216.58.216. 100

(ping)

request

tt
1d=0x3816, seq= Sy e (reply in 246)

98 Echo (ping) reply  1d=0x3816, seq=10/2560, ttl=51 (request in 245)
247 114.866053047 10. 40. 255. 117 8 Echo (ping) request 1d=0x3816, seq=11/2816, ttl=sa (reply in 248)
248 114.88607410¢216.58.216.100 8 Echo (ping) reply  id=0x3816, seq=11/2816, ttl=51 (request in 247)
291115.96724113110,40.255. 117 98 Echo (ping) requsst id-0x3e16, saq=12/2072, ttl=64 (reply in 250)

518 100 08 Erha (nina) ranly  id-nvame  ean-13/an75 {ramiact in 2na)

* Frame 241: 98 bytes on wire (784 bits),

+ Ethernet II, Src: Cisco_46:c7:7f (f8:c2:88:46:c7:7f), Dst: IntelCor, 130
% Internet Protocol Version 4, Src: 216.58.216.100 (216.58.216.100), Dst: 10.40.255.117 (10.40.255.117)

* Internet Control Message Protocol

0000 60 57 18 44 30 bd 8 c2 88 46
0010 00 54 00 00 00 33 01 cd 6¢c
0020 ff 75 00 00 c9 38 16 00 09
0030 00 00 41 cd 00
0040 16 17 18 19
0050 26 27 28 29
0060 36 37

PEEN8
o
8
g
8
g
8

2b 2c 2d 2e 2f

© ¥ wip4sO: <live capture in progress> F.

<7 7f 08 00 45 00
dg 3a dg 64 0a 28
&5 1d bo 59 00 00
10 11 12 13 14 15
20 21 22 23 24 25
30 31 32 33 34 35

Packets: 636 - Displayed: 36 (5.7%)

o
98 bytes captured (784 bits) on interface 0
0:

bd (60:57:1

:bd)
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Profile; Default

doug@localhost:




